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1.

Prerequisites

2,

metadata.xml file from XTM
Verified okta.com account

Okta configuration

>

2.1.
2.2

2.3.

24.

Go to Administrator -> Add Applications -> Create new app
Choose Platform: Web and Sign on method: SAML 2.0 and click Create

Create a New Application Integration

Platform Web v
Sign on method Secure Web Authentication (SWA)
(® sAML 20

() OpenlD Connect

On General Settings screen provide App name and logo.

o General Settings

App name xim-test]

App logo @

Browse..

Upload Logo

App visibility [] Do not display application Icon o users

|:| Do not display application Icon In the Okta Mabile app

On Saml Settings screen provide following information

2.4.1. Single sign on URL - value of the location attribute of
AssertionConsumerService node from the metadata.xml file that should be
provided with this manual

2.4.2. Check Use this for Recipient URL and Destination URL checkbox

2.4.3. Audience URI (SP Entity ID) - value of entitylD attribute of EntityDescriptor
node from the metadata.xml file
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244,
245,
24.6.
247.

Default relay state - leave empty
Name ID format - EmailAddress
Application username - Email
Add Attribute Statements entry:

24.71. Name: email
2.4.7.2. Name format. Basic
2.4.7.3. Value: user.email

o SAML Settings

o

Single sign on URL htps.// I o |ect-manager-gulisaml/acs.sens

|Z| Use this for Reciplent URL and Destination URL

[] Allow this app to request cther SSO URLs

Audience URI (SP Entity ID) htps./ I O ro|ect-manager-gul’saml/metadata.serv

Default RelayState

Name ID format Emalladdress v
Application username Emall v
Update application username on Create and update v
Show Advanced Settings

ATTRIBUTE STATEMENTS (OPTIONAL LEARMN MORE
Mame Name format Value

emall Basic v useremail v

Add Another
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2.5. Press Finish

The following is needed to configure xtm
n Identity Provider Single Sign-On URL:
nttps /. I < <o /<]
a Identity Provider Issuer:
http: //www ok ta. con [

e X509 Certificate:

————BEGIN CERTIFICATE

————-END CERTIFICATE————-

Download certificate

3. XTM configuration

Pass information from screen 2.5 (Identity Provider Single Sign-on URL, Identity Provider Issuer
and X.509 Certificate to XTM staff. SSO will be enabled once XTM finishes their part of the
configuration.
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