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1. Prerequisites

● metadata.xml file from XTM
● Verified okta.com account

2. Okta configuration

2.1. Go to Administrator -> Add Applications -> Create new app
2.2. Choose Platform: Web and Sign on method: SAML 2.0 and click Create

2.3. On General Settings screen provide App name and logo.

2.4. On Saml Settings screen provide following information
2.4.1. Single sign on URL - value of the location attribute of

AssertionConsumerService node from the metadata.xml file that should be
provided with this manual

2.4.2. Check Use this for Recipient URL and Destination URL checkbox
2.4.3. Audience URI (SP Entity ID) - value of entityID attribute of EntityDescriptor

node from the metadata.xml file
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2.4.4. Default relay state - leave empty
2.4.5. Name ID format - EmailAddress
2.4.6. Application username - Email
2.4.7. Add Attribute Statements entry:

2.4.7.1. Name: email
2.4.7.2. Name format: Basic
2.4.7.3. Value: user.email
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2.5. Press Finish

3. XTM configuration

 Pass information from screen 2.5 (Identity Provider Single Sign-on URL, Identity Provider Issuer
and X.509 Certificate to XTM staff. SSO will be enabled once XTM finishes their part of the
configuration.
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